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Disposal of Medical Information—It’s More Than
Just Shredding
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Providers oftentimes ask how long they need to retain certain
types of medical information. While there are some general rules
regarding the timeframes for retaining medical information, the
specific answer varies depending on what type of information is
involved and what type of health care provider is inquiring. For
example, a ten (10) year retention period would typically cover
most legal requirements, but the timeframe may be extended
depending on the age of the patient or the specific type of
information involved. Further, if the medical information is the
subject of an investigation or dispute, the information should be
retained at least until resolution of the investigation or dispute.

However, how long to retain medical information is only one piece
of the puzzle. Once you decide you have satisfied the retention
timeframes and can destroy the information, you have to also
make sure that the destruction and disposal process is compliant
with applicable HIPAA requirements. The destruction and disposal
process may also vary depending on what format the health
information takes, which can range from paper records to
electronic information to information included on certain medical
supplies. Regardless, a recent Office for Civil Rights (“OCR”)
settlement reminds providers of the importance of ensuring that a
proper destruction and disposal process is followed.
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OCR recently announced a $300,000 settlement involving the improper disposal of protected health
information by a physician practice. A dermatology practice filed a voluntary breach report with OCR when
empty specimen containers with labels containing patient identifiable information were placed in the
garbage for disposal. The information was not destroyed or rendered unreadable prior to being placed in
the trash. The information contained on each label included patient name, patient date of birth, date of
collection, and provider name. Interestingly, the information did not include diagnosis, detailed clinical
information, social security numbers or billing information. In connection with the investigation, OCR
determined that proper disposal safeguards were not followed by the dermatology practice and resolved
the case with a $300,000 settlement.

In announcing the settlement, OCR took the opportunity to remind providers of its guidance on the proper
destruction and disposal of protected health information. In that regard, OCR reminds covered entities to
have policies and procedures in place addressing the destruction and disposal process for the various
forms of medical information they receive or maintain. OCR also reminds covered entities to train
individuals involved in the destruction and disposal of medical information on such processes and
procedures.

While HIPAA does not dictate a certain destruction method, reasonable methods of destruction should be
utilized based on the form, type, and amount of health information to be destroyed. OCR provides a few
examples of proper destruction methods. Shredding, burning, or pulping would be appropriate for paper
records. Clearing or purging electronic media would be appropriate for electronic information. However,
when it comes to disposal, OCR makes it clear that disposing health information in dumpsters, recycle
containers, or other trash bins that are accessible to the public is not an acceptable form of disposal
when such information has not been rendered unreadable or indecipherable.

In some instances, it may make sense to hire a third-party business associate to handle the destruction
and disposal of the information. Using a third-party is acceptable, as long as you enter into a Business
Associate Agreement with the third-party and contractually agree to the destruction terms (e.g., that the
vendor will destroy the information in accordance with applicable legal requirements).

In light of the most recent action by OCR, it would be wise to re-visit your policies and procedures
regarding not only the retention of medical information, but also the destruction and disposal of such
information. Take this opportunity to train your employees on acceptable procedures for destroying and
disposing of medical information in various forms. Otherwise, you could find yourself facing a similar
$300,000 settlement with OCR.
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